
Local Network 
Security Monitoring 

System 
(LoNSeMonSy)

By Tim/TJ 
Smith



2

Users

● Network and security admins
● Instructors and students in a lab environment
● People that want to secure their home network

Systems

● Proxmox VE (or VMware ESXI) hosting VMs
● PostgreSQL for event storage
● Grafana dashboard for visualization
● Optional Ollama local AI for explanations

Hardware

● Raspberry Pi as a network sensor
● Mini PC or server running Proxmox VE
● Managed switch supporting VLAN changes

Who / What does the 
project interface with?



Focus only on what data goes in

Authentication and system logs 

New device detection

Admin detection rules and security policies

What are the inputs?





Alert: “SSH brute-force from 10.0.0.25”

AI output: “A device is repeatedly guessing 
passwords. Quarantine the source IP.










